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New Jersey Public Records: 
Laws & Responsibilities 



It’s the Law 

NJ Public Records Law:  Public Agency records are Public Records and must be protected from theft, 
corruption or unlawful access.

Open Public Records Act (OPRA): OPRA Promotes Public Records Access, Transparency and 
Accountability

Globalism - International, Federal & State:  Ex., the European Union’s General Data Protection 
Regulation (GDPR) & Regulation (EU) 2016/679  for privacy and protection for processing of personal 
data; Securities & Exchange Commission’s (SEC) Sarbanes-Oxley Act (SOX)which protects 
shareholders from public companies’ accounting errors & financial fraud; Health Insurance Portability 
and Accountability Act (HIPAA) for personal medical information and, of course, the NJ Public 
Records Laws.

Litigation & e-Discovery Support 
International, Federal, State and Local

Data Privacy, Compliance & Security Laws

1.

a.

b.

c.

d.

e.

Why should I be concerned? 



Cost Effective
Minimize costs and promotes savings, efficiency and productivity.

Valuable Asset 
Loss, theft  or damage can cause financial loss, disrupt business operations and  
damage an agency’s reputation resulting in loss of public confidence and trust.

Legacy Information 
Irreplaceable loss of intellectual rights, legacy records, etc.

3.

4.

5.

Why should I be concerned? Continued.

Compliance:  Audit & Program Review 
International, Federal & State

2.



NJ Public Agencies’ Constituency Base 

 
➢   Federal, State, County/Municipal, Boards, Authorities, Schools, Colleges, etc.

➢   The International, Global Arena – Government, Private Sector, Citizenry, etc.

➢  Unions, Associations, Lobby & Additional Groups

➢   Legal Counsel

➢   Healthcare  - Facilities & Professionals  

➢   Financial Institutions & Auditors 

➢   Private Sector & Vendors

➢   The Media – Print, TV/Cable, Radio, etc.

➢   Internet & Social Media

➢   Parents, Legal Guardians & Adult Pupils

➢   Local Residents – Tax Payer

➢   The General Public 

 



NJ Public Agencies’ Constituency Base 

Responsibilities

➢ Promote Seamless & Efficient Government 

➢ Foster a Government Agency’s Trust & Reputation

➢ Verify the Data Fabric – Data Capture, Processing, Management & Delivery

➢ Monitor Data Security – Enhanced Concerns on the International , National & 

Local Levels of Government 

➢ Ensure Regulatory Compliance – International, Federal, State, County & 

Municipal



Value of Public Records

Public records are evidence of taxes paid, services rendered and obligations met. These records are crucial
        to the organization of our society and essential to the daily operation of government. 

• The value of some records endure beyond their active use, because they provide unique evidence 
        of significant actions and transactions that have affected the public. 

Legal Framework 

Public records are public property and are held in trust for citizens. Accordingly, public officials must

ensure that records are protected from unauthorized alteration, defacement, transfer, destruction, 
being seized or cyberattacked. 

• This is accomplished through compliance with New Jersey's Public Records Law (N.J.S.A. 47), the State’s 
Records Management Statute (N.J.S.A 47:3-15 et seq.) and Administrative Rules(under N.J.A.C. Title 15:3 et 
seq.) which enact the standards and procedures mandated by the Law.   Agency-specific  Statutes and 
Administrative Rules have impact upon a public agency’s records management responsibilities. 

NJ Public Agencies’ Constituency Base 

Responsibilities continued.



New Jersey Public Records Laws 



RMS & The SRC
In accordance with The Destruction of Public Records Act (PL 1953, c. 410), 

Records Management Services (RMS,) Division of Revenue and Enterprise Services 
(DORES), Department of the Treasury is the Government Agency statutorily-entrusted 
to oversee the governance of New Jersey Public Agency Records. 

In conjunction, the State Records Committee (SRC) was also established and entrusted 
with having the final authority over the retention and disposition of all  New Jersey 
Public Agency Records. The SRC is comprised of representatives from:

• NJ State Treasurer
• NJ State Attorney General
• NJ State Auditor
• NJ State Archives
• NJ Department of Community Affairs, Local Government Services

Destruction of Public Records Act 

PL 1953, c. 410



What is a Public Record?

       

      The Destruction of Public Records Act (PL 1953, c. 410),  defines a Public Record as : 

 “Information, regardless of its medium (hardcopy, microform, digital,

 electronic & Internet-based) that is created, received, maintained

 and distributed by a public agency receiving tax payer dollars and 

 serves as Evidence of the Transactions of its Normal Course of Business.”

Destruction of Public Records Act 
PL 1953, c. 410



What is a Public Record continued.

              

Destruction of Public Records Act (PL 1953, c. 410):  Defines a Public Record as 
“Information, regardless of its medium (hardcopy, microform, digital, electronic & 
Internet-based) that is created, received, maintained and distributed by a public agency 
receiving tax payer dollars and serves  as Evidence of the Transactions of its Normal 
Course of Business.”

Title 47 , N.J.S.A. 47:1A-1.1., OPRA:   Defines a Government Record as  “All records 
that are made, maintained, kept on file, or received in the course of official business.” 

Federal Records Act of 1950, United States Code Title 44:  Defines a Federal 
Record as “All recorded information, regardless of form or characteristics, made or 
received by a Federal Agency under Federal Law or in connection with the transaction 
of public business ... as evidence of the organization, functions, policies, decisions, 
procedures, operations or other activities of the United States Government or because 
of the informational value of the data in them.”



In New Jersey, "Public" Can Have 
Two (2) Meanings

Ownership 
 
As previously stated, a record is Public when it is evidence of the normal course of business of 
a Public Agency which receives a substantial contribution of tax dollars to conduct its 
activities.

Access  

The Open Public Records Act (OPRA)/PL 2001, c. 404, PL 2024, c. 16, NJSA 47:1A et seq., 

provides that public records must be accessible.  However, because of issues of Privacy, 
Confidentiality & Security, an agency may restrict access to records:  

 



In New Jersey, "Public" Can Have 
Two (2) Meanings continued…

Access continued. 

• OPRA Requests

• Common Law  Requests

• Discovery Requests

• Administrative Requests

• Informal Requests

• Subpoenas, Court Orders, etc.



Open Public Records Act (OPRA) 
PL 2001, c. 404, PL 2024, c. 16, NJSA 47: 1A et. Seq.

Open Public Records Act (OPRA)

The Right to Know Law allowed access to public records in New Jersey. It was replaced by the Open 
Public Records Act (OPRA) PL 2001, c. 404, PL 2024, c. 16, NJSA 47:1A et seq. - which allowed access 

to records in most cases.  

➢ OPRA established  the position of Custodian of Public Record for all public agency record-
keepers. 

➢ When possible, the OPRA Custodian of Public Record should also be the ARTEMIS Public 
Records Custodian to legally authorize the disposal of their Agency’s Public Records for legal 
compliance and OPRA accountability.

Government Records Council (GRC)

The Government Records Council is the Government Entity created under OPRA to respond to OPRA 
inquiries/complaints, issue advisory opinions and mediation/resolution of disputes and issues  OPRA 
information and training for the general public.



RECORDS RETENTION:  OPRA-RELATED RECORDS

OPEN PUBLIC RECORDS ACT (OPRA) FILE

Open Public Records Act File contains but is not limited to the following: OPRA Request Form (copy), Denial of 
Access Complaint, Records Custodian Statement of Information, OPRA Request Extension, OPRA Complaint to 
the Government Records Council (GRC), Department of Community Affairs, email, correspondence, response 
documents (copy) and relevant supporting documentation. (PL 2001, c. 404)

OPEN PUBLIC RECORDS ACT (OPRA) FILE – 
  OPRA Request Form With Fee     7 years/Destroy
  OPRA Request Form Without Fee  3 years/Destroy

OPEN PUBLIC RECORDS ACT (OPRA) FILE – 
  OPRA Request Extension (Copy)    3 years /Destroy

OPEN PUBLIC RECORDS ACT (OPRA) FILE – 
  OPRA Complaint To Government Records Council (GRC) (Copy)
                            3 years after resolution/Destroy

OPEN PUBLIC RECORDS ACT (OPRA) FILE –
  OPRA Litigation/Settlement Agreement File (Not through the GRC) (N.J.S.A. 2A:14-5)  
             20 years after final action/Destroy

Open Public Records Act (OPRA) 
PL 2001, c. 404, PL 2024, c. 16, NJSA 47: 1A et. Seq. – 
Records Retention & OPRA-Related Records



Government Records Council

Address: Government Records Council/PO Box 819/Trenton, NJ 08625-0819                                                      

Phone:  866-850-0511      Fax:    609-633-6337                                                                                 

Email:   Government.Records@dca.nj.gov

Web:    http://www.nj.gov/grc

mailto:Government.Records@dca.nj.gov




Spoliation:  The destruction of or failure to preserve evidence relevant to litigation or investigation.
Spoliation:  The destruction of or failure to preserve evidence relevant to litigation or investigation.

Something we never want to be accused of …
Something we never want to be accused of …



Records Custodians and the Law:   

Litigation Hold Order  



Litigation Hold Order

As Public Servants, we have an obligation to preserve the Public Records in our custody – regardless of 
their medium.   

In the event of an OPRA Request or potential Litigation, a Litigation Hold Order must be issued and all 
relevant Hardcopy, Digital and Electronic Information should be immediately segregated and 
stored.

 [NOTE:  Attention must be given to e-mail, because their automated 

 processes may have a function that routinely deletes e-mail if no action 

 is taken. To avoid this, relevant e-mails should be placed in a separate folder.]

➢ A  Notice of Acknowledgement should be distributed to the specific agencies indicating that 

      they have been notified of the Litigation Hold Order. 

➢ The Acknowledgement of Receipt is to be signed and returned to the sender within five (5) days and 

     immediate action should be taken in accordance with the directives to segregate the 

     associated records. 



Litigation Hold Order
”Litigation Hold Order”

For Discussion Purposes Only 

Consult With Legal Advisors When Dealing With Litigation Hold Orders

SAMPLE
 <date> 

TO: <individual and/or custodian> 

FROM: <issuing office> 

SUBJECT: <subject or nature of the matter> 

Please be advised that you are required to immediately preserve all documents and electronic data related to the 

above-noted matter. Your failure to do so could result in significant penalties. 

<Agency> has received the above-captioned complaint and a copy is attached. We have identified you as a <custodian 

or individual> who may have potentially relevant paper records (e. g. memoranda, letters, pictures) or electronically 

stored information (e. g. e-mails, other electronic communications such as word processing documents, spreadsheets, 

databases, calendars. telephone logs, Internet usage files and network access information) or authority over such 

records. 

You must immediately take every reasonable step to preserve this information until further notice.  

Your failure to do so could result in significant penalties against us. 



Litigation Hold Order
“Acknowledgement of Receipt”

For Discussion Purposes Only 

Consult With Legal Advisors When Dealing With Litigation Hold Orders

SAMPLE

RE: <subject or matter> 

I,  <individual or custodian>, acknowledge that I have received the <date of notice> notice regarding the above-captioned 

matter from <representative> advising me of my obligation to conduct a reasonable search for any documents, whether stored 

in hard copy or electronically, that may be relevant to the matter and to take reasonable steps to ensure the preservation of 

those documents. 

I understand the instructions contained in the memorandum. 

___________________________  

Signature

__________________________         ________________________ 

Name               Date

Note: If you do not understand the instructions, prior to completing this acknowledgement, you should contact representative> 

at <___>-<___-____> with any questions you may have regarding either 1) what documents might be relevant to the above 

matter or 2) what actions you are reasonably expected to take in order to conduct a reasonable search for and preserve any 

documents, whether stored in hard copy or electronically, that may be relevant to the above matter.



Public Records:
 Inventory, Retention & Disposition



Records Inventory

In the event of an OPRA Request, Litigation, Audit or e-Discovery, a records inventory 

can be invaluable - documenting paper, digital, web-based and micro-formed records.

• The inventory lists record type, volume, record storage location, classification, 

retention periods, disposition and applicable Federal and State Laws. 



Records Inventory continued.

• Format – 

– Paper Records that are also Microfilmed, Imaged, Electronic, Digital, etc. 

– Electronic Records - indices, input/output, data,  etc. should also be identified.

• Key to identify the records to safeguard in the event of OPRA, Audit, Litigation, and 

notably Cyberattack.



Records Inventory 



Records Retention 
PL 1953, c. 410/NJSA 47

Records Management Services (RMS):  is the Government Agency statutorily-
entrusted with the creation of Records Retention Schedules  and authorizing Request 
and Authorization for Records Disposals for EXPIRED* Public Records.

       Records Retention Schedules: In accordance with the New Jersey 
       Public Records Laws PL 1953, c. 410 & NJSA 47, Records 
       Retention Schedules must be created for the records maintained by 
       a public agency, noting the MINIMUM Legal and Fiscal time periods 
       the records must be retained.

*Unless in Litigation, e-Discovery, Audit or OPRA, then the retention time 
period is not applicable until after final settlement or resolution.



Records Retention Schedules

Records Retention Schedules creation and maintenance for all New Jersey 

Public Agencies was mandated in accordance with: 

❖ New Jersey Public Records Laws PL 1953, c. 410 

❖ NJ Statutes Annotated Title 47 et. seq.

Records Retention Schedules address the following areas:  

❖ Vital 

❖ Legal, Fiscal & Administrative

❖ Historical

❖ Confidential

❖ Retention Period

❖ Final Disposition



NOTE:  Original Minutes, Resolutions & Ordinances can be 

Imaged, however their ORIGINAL HARDCOPY source 

document(s) cannot be destroyed – the hardcopy, original 

documents must be maintained Permanently. 

Records Retention

PL 1953, c. 410/NJSA 47

              



Records Retention Schedule



Records Disposition
PL 1953, c. 410/NJSA 47

In accordance with PL 1953, c. 410/NJSA 47, a Public Agency must 
obtain prior authorization from DORES-RMS to legally dispose of 
the Public Records in their custody whose retention periods have 

EXPIRED. 

This is accomplished by the online creation and submission of 
a “Request and Authorization for Records Disposal”  in Artemis.

 NOTE:  It is imperative that all HARDCOPY 4-Part
 “Request and Authorization for Records Disposal” forms
 (Ex., “Agency ‘PINK’ Copy”) issued prior to Artemis, be kept
 PERMANENTLY .



Artemis-Generated  

“Request and Authorization for Records Disposal” 

Karen A. Perry Elizabeth Hartmann





Records Retention and Disposition Management System (Artemis)
Division of Revenue and Enterprise Services

Records Management Services
  

Artemis Enables Users to:

➢ Search -      General & Agency Records Retention Schedules

➢ Create -      Electronic Records Disposal Requests and view the status

              (Pending, Approved & Denied) to legally dispose of their records

➢ Produce -   Authorized Records Disposal Requests for OPRA, Audits & Litigation

 

➢ Generate – Reports pertaining to Records Retention & Disposal
 



Artemis Login Page
https://onlineservices.darm.state.nj.us/Artemis/login.aspx



Artemis Login Page 

“Routine” Login



Artemis Login Page 

“Routine” Login



Artemis Login Page
Request A New Password



Artemis Login Page

Register A New Agency



Artemis Login Page
(https://onlineservices.darm.state.nj.us/Artemis/login.aspx)



Artemis Login Page

Search A Records Retention Schedule Part 1 



Artemis Login Page

Search A Retention Schedule - Part 1a 

Keyword  Search – Health History 



Artemis Login Page

Search A Retention Schedule Part 1b 



Artemis Login Page

Search A Disposition Request Part 2 



Artemis Login Page

Search A Disposition Request Part 2a 

Search –Date or Disposal Request ID # 



Artemis Home Page 



HELP & FAQ Tabs 



The HELP Tab:  The Artemis User Help Manual 



The FAQ Tab:  Frequently Asked Questions 

Remember

1. Use Google Chrome.

2. Turn Off Popup Blocker.  

3. Accept Artemis as a Trusted Site.

4. Check with In-House IT for any 

 Changes, Updates, etc.



Artemis Home Page

         Function Tabs  



Function Tab – System Management 



System Management

 Register a New Agency



Assigning the Records Manager 

System Management 

Adding a New User – Part 1

Assigning the Agency Records Manager

NOTE:  There should only be one  1  Records Manager per Agency.



System Management 

Adding a New User – Part 2

Adding an Agency User

NOTE:  It is the responsibility of the  Records 

Manager for Adding and Disabling Users and 

for keeping a file of All User IDs, Passwords 

and Pin Numbers.



System Management 

Adding a New User – Part 2a

Adding an Agency User

Adding a New Agency User 

NOTE: You cannot change your Login Name, but you can

             change your PIN and Password. 



System Management 

Adding a New User – Part 2b

User Roles

User Role Types



Adding the Associated Retention Schedule  

System Management 
Adding a New User – Part 3

Adding the Associated Records Retention Schedule



System Management 
Adding a New User – Part 4

Creating & Updating “My Profile”



System Management 
Disable a User – Part 5

A User’s Login must be disabled if that individual is no longer assigned to use Artemis.



Adding the Auditor  

System Management 

Adding a New User – Part 6 

Adding the Auditor



System Tab:  Disposition Management 



Disposition Management  

Creating a Disposition Request   



Disposition Management  

Creating a Disposition Request   

NOTE:  Before you create a Records Disposal Request, always 
check in Artemis for the CURRENT VERSION of the Records 
Retention Schedule and its associated Retention Time Periods. 



Agency  

Schedule Number 

Disposition Management  

Creating a Disposition Request  

Archival Review Required? 



Requestor Name 

NOTE:  Requestor &  the Custodian/Authorizer Signatures - Only a DESIGNATED 

PUBLIC AGENCY EMPLOYEE should Create & Sign the Artemis Disposal Request and submit it 
to the DESIGNATED PUBLIC AGENCY CUSTODIAN OF PUBLIC RECORD for Authorization.  

Artemis Signatures:  Agency Requestor & Custodian/Authorizer

Custodian Name 



Email Disposal Request/Attestation 

Email DISPOSITION:  For E-mail to be legally destroyed, an email-defined Artemis  Request 

and Authorization for Records Disposal must be submitted for authorization before the disposal  can occur.

Artemis and Email Disposal

NOTE:  An Email Disposal Request should always be sent as 

an individual request not co-mingled with other records.



Electronic Signature  

ELECTRONIC SIGNATURE:  It is encouraged that Artemis-generated  Request and 

Authorization for Records Disposal forms be signed electronically to expedite the authorization process.

Artemis and Electronic Signatures



Auditor Signature 

AUDITOR SIGNATURE:  For Fiscal records, an Auditor’s Signature must be obtained prior 

to submission of a Request and Authorization for Records Disposal.

Artemis and Auditor Signature



Disposition Request  

Adding Multiple Rows – Part 1

Adding Multiple Rows 



Disposition Request  

Adding Multiple Rows – Part 2

Grouping the Same Records Series Into 1 Line Entry



Disposition Request  

“Dispose After” Date Box
If the “Dispose After” Box populates a date - the records series’ retention period has not expired. Delete 
the line entry and re-submit a Request and Authorization for Records Disposal after the retention has expired.



Disposition Request  

Dispose of a Record with a “Conditional Retention” 
If a record series has a conditional retention period, a Request and Authorization for Records Disposal should 
be submitted after the condition & the retention period have both expired.



Disposition Request 

Imaged Records Required Attachments – 
Agency Imaging System Certification Letter & Certificate 



Disposition Request  

Ready for Submission???



Disposition Request: Before Submission 
    1. Make sure you have grouped all similar Records Series into one (1) line entry.

. 

2. To expedite the disposal authorization process, keep all Record Series line entries under 8 lines per sheet and less than

    30 lines per request submission – anything greater may dramatically affect Artemis’ individual disposal request

    processing.

3. Ensure that all of the Records Series’ retention periods in the Disposal request have EXPIRED before submitting a 

    Records Disposal Request. 

4.  Make sure you have attached required documentation:  Imaging Authorization Original Certificate & Current

     Certification Renewal Letter,  “Life of  Structure Letter “, “Line Disconnection”, support documents, etc.

5.Remember to place the phrase “Phase Destruction”, in the Comments Box to request the Phase Destruction process. 

6. In addition, remember to place the phrase  “ ‘Phase Destruction’, retain 180 Days, as per attorney general directive

    2022-1/Body Worn Cameras” , in the Comments Box to request the Phase Destruction process. 

7. Denote in the Comments Box, agency used records series title if different from retention schedule records series title.



Disposition Request  

Ready for Submission



Records Manager e-Sign Authorization

Disposition Request  

Records Manager e-Sign and Forward

PIN Number1.

2.



Disposition Request  

Records Manager Authorization Notification Email



Disposition Request  

Inbox Processing Status



Disposition Request

Review Submitted Records Disposal Requests  



Disposition Request  

1.

2.



Artemis-Generated  

“Request and Authorization for Records Disposal” 

Karen A. Perry Liz Hartmann



System Tab:  Records Retention Schedule 



Records Retention Schedule 



Artemis-Generated  

“Records Retention Schedule”



System Tab:  Reports 



Artemis Records Reports Function



Artemis-Generated  

“Records Retention Schedule”



Image Processing  



Image Processing 

System Certification 



Image Processing System Registration Application

As per PL 1994, c. 140, the State of New Jersey allows for the replacement of hardcopy public records with digital and 

microform images (e.g., Optical Disk, CD, DVD, Magnetic Tape & Microfilm). 

The State Records Committee and Records Management Services issues Initial and Annual Imaging System Certifications 

to an Agency for an in-house or outsourced, Non-Proprietary imaging application. Documents required for obtaining an 

Initial and Annual Imaging Certification from the State Records Committee and Records Management Services include:

  

➢ Image Processing System Initial Registration Application

• Scanning Policy and Procedures 

• Disaster Prevention and Recovery

• Data Migration Path 

• Feasibility Study

• RFP/RFI/RFB

• Vendor Detail

• Imaged Records Series List

• Proof of Public Notice 



Image Processing System Certificate of Registration

Township of _________



Image Processing System Certification Letter



Image Processing System Certification Annual 

Renewal/ Amendment Application

The State Records Committee and Records Management Services issues Annual Renewal Imaging System 

Certifications to an Agency for an in-house or outsourced, non-proprietary imaging application. 

Documents required for obtaining an Annual Renewal Imaging Certification from the State Records 

Committee and Records Management Services include:

  

➢ Annual Review/Amendment

• Scanning Policy and Procedures 

• Disaster Prevention and Recovery

• Data Migration Path 

• Imaged Records Series List



Image Processing System Annual Renewal/Amendment



Image Processing System Annual Renewal/Amendment



Image Processing System Annual Renewal/Amendment



Image Processing System Certification Letter of Annual Renewal 

[Name ]  

[Name ]  



NOTE:  Original Minutes, Resolutions & Ordinances can be 

Imaged, however their ORIGINAL HARDCOPY source 

document(s) cannot be destroyed – the hardcopy, original 

documents must be maintained Permanently. 



1. Ensure it is understood that hardcopy & imaged records are Public Records and belong to 
the Public Agency. 

2. Ensure that the stored records are classified in accordance with their records retention 
schedules.  

3. Require security controls to prevent unauthorized  records access, manipulation, defacement 
or destruction.  

4. Be aware of storage and backup locations restrictions. 

5. Prohibit the Vendor from destroying or image records unless the agency specifically directs 
the action.  

6. Require the Vendor to document changes in their format/programming that may affect records 
access.  

7. Specify records transfer requirements for contract-exit processes.  

8. Ensure records are retrievable and accessible in response to OPRA Requests, Audits, 
Subpoenas, Investigations, e-Discovery, Litigation Holds and Litigation.

Image Processing System Guidelines 

When Contracting a Vendor 



Contact Information



Department of the Treasury 
Division of Revenue and Enterprise Services

Records Management Services
PO Box 661   Trenton, NJ  08625

609-292-8711 
https://www.nj.gov/treasury/revenue/rms/index.shtml

https://www.nj.gov/treasury/revenue/rms/index.shtml


Department of the Treasury 
Division of Revenue and Enterprise Services

Records Management Services

RMS Staff Contact 



Department of the Treasury 
Division of Revenue and Enterprise Services

Records Management Services

RMS Staff Consultation 
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